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The purpose of this policy is to give you a clear explanation about how we and all of our subsidiaries collect your personal information from you directly and from third parties, how we use it and how we keep it secure. Using personal information allows us to develop a better understanding of our patrons and in turn to provide you with relevant and timely information
Who we are 
The Omnibus Theatre is a home of storytelling – a small place to encounter big ideas. We are driven by the legacy of our former library building to tell stories, familiar and unknown, in South London and beyond. 
Omnibus Theatre was founded in 2013. Our building is home to a 90-seat studio theatre, a café/bar and two performance and rehearsal spaces. We offer a vibrant artistic programme inspired by the legacy of the building. Omnibus-Clapham is a registered Charity (number 1143709) and a company limited by guarantee (number 07032543).
The Omnibus Theatre is committed to protecting your personal information and being transparent about what information we hold about you. It’s your information and we respect that.  We also want to maintain the trust and confidence of every one of our audience members and supporters, as well as each visitor who uses the Omnibus Theatre website. We will use the information that we collect about you in accordance with the Data Protection Act 1998 and the Privacy and Electronic Communications Regulations 2003, the General Data Protection Regulation 25 May 2018 (GDPR) and other relevant legislation.
Why do we collect your personal information and what do we do with it?
The Omnibus Theatre needs to collect and use certain types of information about the Individuals or Service Users who come into contact with Omnibus in order to carry on our work. This includes staff, contractors, volunteers, audiences, workshop participants, community and business contacts, donors and funders. The main reasons we collect information are to provide a service you have requested, to keep you up to date with news and events, to personalise your communications, or to contact you if we need to obtain or provide additional information (e.g. cast changes, travel disruption). The information we collect about our audiences helps us understand how we can best meet their needs. It also enables us to fundraise effectively because we are a charity.  
Specifically, we use the information we collect from you in the following ways.
1. To carry out our business and to provide a service or carry out a contract with you to:

· Fulfil ticket, merchandise, donation and membership requests.
· Invite you to events or book corporate workshops as per your membership or sponsorship benefits.
· Process payments. Please note that the Omnibus Theatre does not store any Credit Card or other payment information once the transaction has been completed.
· Provide you with the best customer service at the theatre or by phone and to help us with internal administration.
· Contact you with important information relating to your booking or purchase, such as confirming your order, reminding you of an upcoming performance you’ve booked for or letting you know about cast changes, travel disruption or changes to event times that may affect your visit.

2. Where we have your consent:

· Keep you up-to-date with productions, news, offers and events, products and information.
· Let you know about opportunities to support our work. You can tailor your preferences at any time by logging into the website and visiting Your Account
· Let you know about upcoming community projects.
· Share your details with other arts organisations whose work you may have seen at or in collaboration with the Omnibus Theatre. These organisations should contact you to let you know how they collected your data and to check that you’re still happy to hear from them. You will always be able to opt out of their communications by contacting them directly.

3. Where we have a legal obligation to:

· Use CCTV recording equipment in and around our premises for monitoring and security purposes.
· Detect and reduce fraud and credit risk.

4. Where we have legitimate interest to:

· Keep track of your interests and preferences so that we can contact you with information that is relevant to you.
· Help us target our marketing communications so that they’re more relevant to you.
· For classifying our audiences into groups or segments, using information from bookings, digital interactions and publicly available information. These segments help us to understand our audience better and ensure we’re delivering a relevant offer. We use the third-party processor, Audience Finder, to do this. We also submit these anonymously as part of reporting to fundraising and public funding bodies (such as Arts Council England).
· Participate in the Audience Finder initiative or other initiatives as required by our Arts Council England NPO funding. This initiative builds an aggregate picture of local and national audiences across all Arts Council England National Portfolio Organisations. Their tools allow us to understand how our audience in a local and national context and helps us to identify new audience opportunities.
· Audience Finder also allows us to classify our audiences into groups or segments, using information from bookings and digital interactions, and publicly available information. These segments help us to understand our audience better and ensure we’re delivering a relevant offer. We also submit these anonymously as part of reporting to fundraising and public funding bodies (such as Arts Council England).
· Measure and understand how our audiences respond to a variety of marketing activity so we can ensure our activity is well targeted, relevant and effective.
· Analyse and continually improve the services we offer including our artistic programme, our website and our other products.
· To keep our database accurate and relevant, for example, using National Change of Address.

5. We also collect information in order to better inform our teams about prospective donors, to fulfil our fundraising goals as a charity. This is to ensure we are providing appropriate opportunities for people to support our work, should this form of engagement be of interest.
How we may collect the info
We collect your information when you interact with us either in person, by post, on the phone by email or via the website or social media. This could include booking tickets online, by phone, or in person, purchasing a Membership, making a donation, hiring the venue, or ordering an item from our online shop. It could also be when you sign up to receive updates from us by email and other digital channels. We also monitor how audiences use the website to help us understand how it could be improved.
We may collect information in a number of ways such as when you:

· Buy a ticket to one of our events
· Enquire about our activities and services
· Join one of our groups
· Buy merchandise 
· Buy one of our exhibitors’ work
· Apply for a job or to volunteer
· Undertake any contract or engagement with us
· Contact us through email, telephone or in person
· Join our mailing list or become a member
· Make a donation to us
· Volunteer with us
· Engage with our social media or visit our website 
· through your IP address given to us by your browser
· Through cookies – see our Cookies Policy for further information

We may ask you to complete surveys that we use for research purposes, although you do not have to respond to them. 

WHAT INFO WE COLLECT

We only collect information that’s necessary to carry out our business, provide the particular service you’ve requested and to keep you informed. There are occasions when you can choose not to give us certain information, but this for example, may limit the level of personalisation we offer e.g. you may not get to hear about an event you would have loved to have attended.

The type of information we collect depends on where and when it is gathered:

We may collect:
· Prefix and full name
· Gender
· Age
· Postal Address
· Ethnicity 
· Disability status 
· Email address
· Date of Birth
· Contact phone number(s)
· Payment card details. Please note, we will not hold payment information for any longer than it takes to process your transaction.
· Whether you are a UK tax payer so that we can claim Gift Aid 
· Delivery address(es)
· Billing address
· Bank details for direct debit instructions
· Access requirements
· Dietary requirements (for fundraising and press events only)
· may also collect parent and carers details for children and adults at risk.

This is not an exhaustive list and we may retain different types of information for different individuals based on the service we are providing.

If you are under 18, please ensure that you obtain your parent/guardian’s consent beforehand whenever you provide Personal Information to us. Under 18s and adults at risk without such consent are not allowed to provide us with Personal Information. Please see our Child Protection Policy for more details.

We do not usually collect ‘sensitive personal data’ from you unless there is a clear reason for doing so, such as for health concerns, criminal disclosures or where we need this information to ensure that we provide appropriate support to enable you to enjoy and participate in everything we offer.  

We may also receive information about you from third parties such as schools, community groups, funders or other similar or local organisations.

COOKIES

We may gather information about the use of our website, such as your IP addresses, geographical location, browser type, referral source, which pages are most visited and which events or facilities are of most interest. This is statistical data about our users' browsing actions and patterns and does not identify any individual.

The Omnibus website, like many others, uses small files called cookies to help customise your experience. 'Cookies' are small text files that are stored by the browser on your computer or mobile phone. When visiting our website, we may collect the following information:
· Automatically populated IP address: a public IP address is a unique number which allows a computer, group of computers or other internet connected device to browse the internet. The log file records the time and date of your visit, the pages that were requested, the referring website (if provided) and your internet browser version. This information is collected to help diagnose and manage the website, to audit the geographical make-up of users, and to establish how they have arrived at the website.
· Cookies: for further information about Cookies and how the Omnibus Theatre uses them, please read our Cookie Policy

Websites are able to read and write these files, allowing them store things such as personalisation details or user preferences and interests. Cookies provide a "memory" for the website, enabling it to recognise a user and respond appropriately, speeding up your searches and recognising you when you return to our site. Each web domain can only access cookies stored by that specific web domain, meaning that only the Omnibus servers can access the cookies set by the omnibus-clapham.org domain.

You may refuse to accept cookies by activating the setting on your browser which allows you to refuse the setting of cookies. However, if you select this setting you may be unable to access certain parts of our site. 

Unless you have adjusted your browser setting so that it will refuse cookies, our system will issue cookies when you log on to our site. Please note that third party web services we utilise may also use cookies, over which we have no control.

For further information please see our Cookie Policy for more details.
Job applicants, Contractors and Workers
If you apply to work at The Omnibus, we will only use the information you give us to process your application and to monitor recruitment statistics. If we want to disclose information to someone outside The Omnibus, for example, if we need a reference, we will make sure we tell you beforehand, unless we are required to disclose this information by law.

If you are unsuccessful in your job application, we may hold your personal information for up to 12 months after we have finished recruiting for the post you applied for. After this date we will destroy or delete your information. We keep de-personalised statistical information about applicants to develop our recruitment processes; however, no individual applicant would be identifiable from this information. If you commence employment with Omnibus, your data will be processed in accordance with your employment contract and other applicable policies.

If you enter into an engagement we will process and maintain your data in order to comply with employment law and to ensure the smooth administration of the organisation. Your data may be shared across departments and with partners and contacts in order to fulfil the obligations of the post.

Children, Young People and Adults at Risk

Omnibus recognises that the principles of the GDPR must be adhered to when handing the personal information of children and young people. This means that personal information must be obtained and processed fairly and lawfully and kept securely; only disclosed in appropriate circumstances; and not held for longer than necessary. 
It is our best practice to gain verbal or written consent, from a child or parent/ carer before any personal information relating to them is shared with another organisation. However, we may not need to seek consent to share information if it might be unsafe to seek (e.g. seeking consent might increase the risk to the child) or causes an unjustified delay or if it would prejudice the prevention, detection or procedure for documenting suspicions or allegations of abuse.
All child protection concerns are be recorded accurately and immediately using clear and simple language. Staff record information as soon as possible on our Safeguarding Incident Forms. All records are signed and dated and are stored and regarded as highly sensitive material.
How we keep your information safe 

We will take all steps reasonably necessary to ensure that your data is treated securely and in accordance with this Privacy policy.

Your personal data will be held and processed in accordance with The Omnibus Theatre’s Data Protection procedures. Once we have received your information, we will use our Data Protection procedures and security features to prevent unauthorised access or breaches. All information you provide to us is stored securely on site on our secure third-party servers. 

Unfortunately, the transmission of information via the internet is not completely secure. Although we will do our best to protect your personal data, we cannot guarantee the security of your data transmitted to our site; any transmission is at your own risk. 

If you use your credit or debit card to donate to us, buy something or pay for a registration online or over the phone, we maintain a record of your transaction history, but we never store your card number (although we may keep a note of the last four digits to help us identify transactions). 

What your information is used for 

We may use your information for a number of purposes including the following:
· To process donations we may receive from you
· To process payments we may receive from you or provide to you
· To register you if you take out a membership with us
· To provide you with information about our work or our activities that you have agreed to receive
· To fulfil supplier or employment contracts you have entered into with us
· To maintain emergency contact and beneficiary details
· To protect the safety and security of our workforce, guests, property, and assets
· For customer service or administrative purposes (for example we may contact you regarding a work opportunity or issue, donation you have made or an event you have registered or booked a ticket for)
· For internal record keeping, including the management of any feedback or complaints
· To monitor and evaluate the impact and efficacy of our projects, events and activities so as to develop and improve our offering as an organisation.
· For external reporting (for example we may be required to report to our funders on projects and users – all personal information will be redacted)
· For children and vulnerable adults safeguarding
· To target communications to you and to identify similar groups
· To invite you to participate in surveys or research (although this is voluntary)
· To use IP addresses to identify your approximate location, to block disruptive use, to record website traffic or to personalise the way our information is presented to you
· To analyse and improve the services offered on our site and to make it as user-friendly as possible
· Where it is required or authorised by law
· To notify you about changes to our service.

Third Parties 

There may be occasions where we are required to disclose your personal data to third parties in order to: 
· Comply with legal obligations, enforce or apply our terms of use and other agreements, or protect the rights, property, or safety of the Omnibus Theatre, our customers, or others. This includes exchanging information with other companies and organisations for the purposes of fraud protection and credit risk reduction.
· Adhere to terms set out in employment contracts, or to administer contractual work.
· Undertake certain administration and marketing activities (see "Who We Share Our Information With" section below).

If you are an artist, creative, worker or volunteer we have previously engaged with, we may request to share your details with contacts looking for recommendations - we will always request your explicit consent before passing on your details for these purposes.
Who we share your information with 

The Omnibus Theatre will never share, sell, rent or trade your personal information to any third parties for marketing purposes without your prior consent. We will ask for your consent to share personal information with organisations we have co-produced work with whose shows you will have seen here at the OmnibusTheatre or in collaboration with us at another venue.

If you would like to unsubscribe from the mailing lists of any of the third parties you have previously agreed to share your information with you can contact them directly.

To undertake our activities, we sometimes have to share your information with GDPR compliant third parties such as our database, ticketing software, IT providers and our marketing service, which handles our direct communications with you. We may share anonymised personal information with other organisations, particularly funders and audience development agencies. We only choose partners we trust and will only pass personal data to them if they:

· abide by the requirements of the Data Protection Act and GDPR
· treat your information as carefully as we would
· only use the information for the purposes it was supplied (and not for their own purposes or the purposes of any other organisation)
· allow us to carry out checks to ensure they are doing all these things. 

However, we are not responsible for the privacy policies or practices of third-party websites. 
Other than as expressly set out in this Privacy Policy or as otherwise required or permitted by law, we will not share, sell or distribute any of the information you provide to us without your consent.
We use the following third-party services for administration and marketing activities – we have linked to the current Privacy Policies (or similar data protection compliance information) for these services:
Microsoft Office 365, including Outlook and Sharepoint (cloud-based email and storage): https://products.office.com/en-gb/business/office-365-trust-center-privacy 
Google Drive (cloud-based storage): https://www.google.com/cloud/security/ 
LineUp Now (box office ticketing system): https://lineupnow.com/privacy 
MailChimp (email newsletter distribution): https://mailchimp.com/legal/privacy 
Salesforce (donor database): https://www.salesforce.com/uk/company/privacy 
Donation Manager (online donation platform): https://www.donationmanager.co.uk/faqs
Audience Finder (audience research tool): https://www.audiencedatasharing.org/ 
All card and Direct Debit payments are processed through our third-party processors: 
Stripe: 		https://stripe.com/gb/privacy 
GoCardless:	https://gocardless.com/blog/gdpr/
Sumup:		https://help.sumup.com/en-GB/articles/2MrnASQDdzJMkFMUnK7BFL-gdpr-data-protection 
IZettle: 		https://www.izettle.com/gb/help/articles/2258543-how-izettle-processes-contact-details-of-cardholders

We use Google Analytics on our site to find out about the volume of traffic to our site and our users' browsing actions and patterns. 
https://www.google.com/policies/privacy/partners/  

Due to the web-based nature of many of the third-party services listed above, data is occasionally distributed and transferred to servers located outside the EU.  We have made every effort to ensure that the third-party service providers we use adhere to relevant EU laws and regulations for data privacy and protection. For third-party companies and services with data centres and servers in USA, we have ensured that they are all compliant with the EU-U.S. Privacy Shield Framework – more information on the Framework is available here: https://www.privacyshield.gov/welcome

External links

Our website contains links to other sites whose information practice may be different to ours. You should consult other sites’ privacy notices as we have no control over information that is submitted to or collected by third parties. Furthermore, we cannot guarantee the privacy of personal information you transmit over the web or that may be collectable in transit by others.

How do we protect your information 

We’re committed to protecting the personal information you entrust to us. We adopt robust and appropriate technologies and policies to protect it from unauthorized access and improper use e.g. your online account is encrypted and our own network is protected.

RETENTION AND DISPOSAL

We will retain your information for the duration of your affiliation with Omnibus Theatre and for reasonable period or as long as the law requires or permits.

We will maintain records of tickets issued and personal contact information for as long as there is a reasonable likelihood of you making a further purchase of tickets for an Omnibus event. 

If you purchase tickets or other merchandise using a credit card, we will retain a paper copy of your credit card details (last 4 digits) for a length of time reasonably necessary to process any future transactions related to your purchases, including refunds and charge-backs; and for any period legally required.

What are your rights to your personal information?

You can request full details of personal information we hold about you under the Data Protection Act 1998, or after 25 May 2018, The General Data Protection Regulation. Please send a description of the information you would like to see, together with proof of your identity  enquiries@omnibus-clapham.org
At any time you have the right to ask the Omnibus Theatre to amend or to stop how it uses your personal information including for marketing purposes.  You have the right to get information held about you by us corrected. If you have any concern about the accuracy of your personal data, please let us know using the below contact details. If you would like us to remove the personal information we hold about you, please contact us using the below contact details.

You have the following rights related to your personal data:
· The right to request a copy of personal information held about you
· The right to request that inaccuracies be corrected
· The right to request us to stop processing your personal data
· The right to withdraw consent
· The right to lodge a complaint with the Information Commissioner's Office or Fundraising Regulator.

You can opt out from these marketing communications at any time - every email sent to you will tell you how to do this. You can also change any of your marketing preferences at any time by contacting 020 7622 4105 or marketing@omnibus-clapham.org. We will not use your information for marketing purposes if you have indicated that you do not wish to be contacted for such purposes.

Please direct all requests for the information we hold about you to: 

enquiries@omnibus-clapham.org or write to Omnibus Theatre, 1 Clapham Common Northside, London SW4 0QW. 

You have the right to complain to the Information Commissioner’s Office if we have not been able to satisfactorily resolve a problem about our handling of your personal information. For more information about your Data Protection rights, please visit the website of the Information Commissioner’s Office at www.ico.org.uk  

Are you under 18?

If you are under 18, please ensure that you obtain your parent/guardian’s consent beforehand whenever you provide personal information to the website. If you don’t have that consent, you must not provide personal information to us.

NHS Test and Trace

To support NHS Test and Trace (which is part of the Department for Health and Social Care) in England, we have been mandated by law to collect and keep a limited record of staff, customers and visitors who come onto our premises for the purpose of contact tracing.

By maintaining records of staff, customers and visitors, and sharing these with NHS Test and Trace where requested, we can help to identify people who may have been exposed to the coronavirus.

Visitors to the building

As a visitor to The Omnibus Theatre you will be asked to provide some basic information and contact details when you enter the Omnibus Theatre building, by completing a form. The following information will be collected:

· the names of all customers or visitors, or if it is a group of people, the name of one member of the group
· a contact phone number for each customer or visitor, or for the lead member of a group of people
· date of visit and arrival time and departure time 
The Omnibus Theatre as the data controllers for the collection of your personal data, will be responsible for compliance with data protection legislation for the period of time it holds the information. When that information is requested by the NHS Test and Trace service, the service would at this point be responsible for compliance with data protection legislation for that period of time.

NHS Test and Trace have asked us to retain this information for 21 days from the date of your visit, to enable contact tracing to be carried out by NHS Test and Trace during that period. We will only share information with NHS Test and Trace if it is specifically requested by them.

The information we collect for the purpose of contact tracing will not be used for any other purposes and  will be destroyed by us 21 days after the date of your visit.
Ticket bookers

In addition, during the coronavirus pandemic, if NHS Test and Trace request information about visitors to our building, we will share the following data for each customer who booked a ticket for a date which NHS Test and Trace enquire about:

· Name
· Contact phone number, email address or, if neither are available, then postal address
· Date of performance attended
· Time of performance attended

The use of your information is covered by the General Data Protection Regulations Article 6 (1) (c) – a legal obligation to which we as a venue are subject to. The legal obligation to which we’re subject means that we’re mandated by law to support the NHS Test and Trace service in order to help maintain a safe operating environment and to help fight any local outbreak of coronavirus.

Your information will always be stored and used in compliance with the relevant data protection legislation. 

CHANGES TO THE PRIVACY POLICY

Should we need to change our privacy policy, we will post the changes here. Where these changes are major, we may also email our registered customers with the new policy. When we are legally obliged, (other than when legally instructed, or where we have a justifiable legitimate interest), we will obtain your consent to make these changes.
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